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i) Strong passwords will have the following characteristics. 
(1) Contain a minimum of 8 alphanumeric characters.  
(2) Contain both upper and lower case letters.   
(3) Contain at least one number (for example, 0-9). 
(4) Contain at least one special character (for example,@!$%^&*()_+|~-

=\`{}[]:";'<>?,/). 
ii) Poor, or weak, passwords have the following characteristics, and shall not be used by 

any MIEMSS employee:  
(1) Contain less than eight characters. 
(2) Can be found in a dictionary, including foreign language, or exist in a language 

slang, dialect, or jargon.  
(3) Contain personal information such as birthdates, addresses, phone numbers, or 

names of family members, pets, friends, and fantasy characters.  
(4) Contain work-related information such as building names, system commands, 

sites, companies, hardware, or software. 
(5) Contain number patterns such as aaabbb, qwerty, zyxwvuts, or 123321. 
(6) Contain common words spelled backward, or preceded or followed by a number 

(for example, terces, secret1 or 1secret). 
(7) Or some version of “Welcome123” “Password123” “Changeme123” 

b) Do not discuss passwords with others, write down and post conspicuously, or 
electronically store unless encrypted.  

c) Do not use the same passwords for work, home, and personal accounts. These account 
passwords MUST be different.  

d) Do not reveal your personal password over the phone to ANYONE.  
e) Do not use the "Remember Password" feature of applications and browsers.  
f) Do not reveal a password on questionnaires or security forms.  
g) If someone demands a password, have him or her contact the MIEMSS Department of 

Information Technology Help Desk at computersupport@miemss.org 
h) If it is suspected that an account or password has been compromised, report the incident 

to MIEMSS Department of Information Technology Help Desk 
computersupport@miemss.org and change the password immediately.  

 
8) Personal Equipment 

a) As a general rule, personal equipment should not be used to conduct agency business. If 
the use of personnel equipment is required, see the MIEMSS Remote Access Policy 
137.07 for guidelines and authorization.   

 
9) Equipment or Media No Longer Required or In Use 

a) Users shall not throw out used agency equipment or media; Equipment and Media must 
be disposed of in an appropriate manner. Data storage devices (hard drives and other data 
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